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1        Data Processing Agreement preamble
1. This Data Processing Agreement sets out the rights and obligations that apply to the Data Processor’s handling of personal

data on behalf of the Data Controller.

 

2. This Agreement has been designed to ensure the Parties’ compliance with Article 28, sub-section 3 of 

, which sets out specific requirements for the content of data processing

agreements.

 

Regulation

2016/679 of the European Parliament and of the Council of 27 April 2016 on the protection of natural persons with

regard to the processing of personal data and on the free movement of such data and repealing Directive 95/46/EC

(General Data Protection Regulation)

3. The Data Processor’s processing of personal data shall take place for the purposes of fulfilment of the Parties’

‘Partner Agreement’. 

 

4. The Data Processing Agreement and the ‘Master Agreement’ shall be interdependent and cannot be terminated

separately. The Data Processing Agreement may however – without termination of the ‘Master Agreement’ – be replaced

by an alternative valid data processing agreement.

 

5. This Data Processing Agreement shall take priority over any similar provisions contained in other agreements between the

Parties, including the ‘Master Agreement’.  

 

6. Four appendices are attached to this Data Processing Agreement. The Appendices form an integral part of this Data

Processing Agreement.

 

7. Appendix A of the Data Processing Agreement contains details about the processing as well as the purpose and nature of

the processing, type of personal data, categories of data subject and duration of the processing.

 

8. Appendix B of the Data Processing Agreement contains the Data Controller’s terms and conditions that apply to the Data

Processor’s use of Sub-Processors and a list of Sub-Processors approved by the Data Controller.
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9. Appendix C of the Data Processing Agreement contains instructions on the processing that the Data Processor is to

perform on behalf of the Data Controller (the subject of the processing), the minimum-security measures that are to be

implemented and how inspection with the Data Processor and any Sub-Processors is to be performed. 

 

10. Appendix D of the Data Processing Agreement contains the Parties’ provisions for activities that are not contained in this

Data Processing Agreement or the Parties’ ‘Master Agreement’. 

 

11. The Data Processing Agreement and its associated Appendices shall be retained in writing as well as electronically by

both Parties.

12. This Data Processing Agreement shall not exempt the Data Processor from obligations to which the Data Processor is

subject pursuant to the General Data Protection Regulation or other legislation.

2        The rights and obligations of the Data Controller
1. The Data Controller shall be responsible to the outside world (including the data subject) for ensuring that the processing

of personal data takes place within the framework of the General Data Protection Regulation and the Danish Data

Protection Act.

 

2. The Data Controller shall therefore have both the right and obligation to make decisions about the purposes and means of

the processing of personal data.

 

3. The Data Controller shall be responsible for ensuring that the processing that the Data Processor is instructed to perform is

authorised in law. 

3        The Data Processor acts according to instructions
1. The Data Processor shall solely be permitted to process personal data on documented instructions from the Data

Controller unless processing is required under EU or Member State law to which the Data Processor is subject; in this case,

the Data Processor shall inform the Data Controller of this legal requirement prior to processing unless that law prohibits

such information on important grounds of public interest, cf. Article 28, sub-section 3, para a.

 

2. The Data Processor shall immediately inform the Data Controller if instructions in the opinion of the Data Processor

contravene the General Data Protection Regulation or data protection provisions contained in other EU or Member State

law. 

4        Confidentiality
1. The Data Processor shall ensure that only those persons who are currently authorised to do so are able to access the

personal data being processed on behalf of the Data Controller. Access to the data shall therefore without delay be denied

if such authorisation is removed or expires.   

 

2. Only persons who require access to the personal data in order to fulfil the obligations of the Data Processor to the Data

Controller shall be provided with authorisation. 

 

3. The Data Processor shall ensure that persons authorised to process personal data on behalf of the Data Controller have

undertaken to observe confidentiality or are subject to suitable statutory obligation of confidentiality. 

 

4. The Data Processor shall at the request of the Data Controller be able to demonstrate that the employees concerned are

subject to the above confidentiality.

5        Security of processing
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1. The Data Processor shall take all the measures required pursuant to Article 32 of the General Data Protection Regulation

which stipulates that with consideration for the current level, implementation costs and the nature, scope, context and

purposes of processing and the risk of varying likelihood and severity for the rights and freedoms of natural persons, the

Data Controller and Processor shall implement appropriate technical and organisational measures to ensure a level of

security appropriate to the risk.

 

2. The above obligation means that the Data Processor shall perform a risk assessment and thereafter implement measures

to counter the identified risk. Depending on their relevance, the measures may include the following:

A. Pseudonymisation and encryption of personal data

B. The ability to ensure ongoing confidentiality, integrity, availability and resilience of processing systems and services.

C. The ability to restore the availability and access to personal data in a timely manner in the event of a physical or

technical incident.

D. A process for regularly testing, assessing and evaluating the effectiveness of technical and organisational measures

for ensuring the security of the processing.

 

3. The Data Processor shall in ensuring the above – in all cases – at a minimum implement the level of security and the

measures specified in Appendix C to this Data Processing Agreement.

 

4. The Parties’ possible regulation/agreement on remuneration etc. for the Data Controller’s or the Data Processor’s

subsequent requirement for establishing additional security measures shall be specified in the Parties’ ‘Master Agreement’

or in Appendix D to this Data Processing Agreement.   

6        Use of Sub-Processors
1. The Data Processor shall meet the requirements specified in Article 28, sub-section 2 and 4, of the General Data Protection

Regulation in order to engage another processor (Sub-Processor).

 

2. The Data Processor shall therefore not engage another processor (Sub-Processor) for the fulfilment of this Data Processing

Agreement without the prior specific or general written consent of the Data Controller. 

 

3. In the event of general written consent, the Data Processor shall inform the Data Controller of any planned changes with

regard to additions to or replacement of other data processors and thereby give the Data Controller the opportunity to

object to such changes. 

 

4. The Data Controller’s requirements for the Data Processor’s engagement of other sub-processors shall be specified

in Appendix B to this Data Processing Agreement.

 

5. The Data Controller’s consent to the engagement of specific sub-processors, if applicable, shall be specified in Appendix

B to this Data Processing Agreement.

 

6. When the Data Processor has the Data Controller’s authorisation to use a sub-processor, the Data Processor shall ensure

that the Sub-Processor is subject to the same data protection obligations as those specified in this Data Processing

Agreement on the basis of a contract or other legal document under EU law or the national law of the Member States, in

particular providing the necessary guarantees that the Sub-Processor will implement the appropriate technical and

organisational measures in such a way that the processing meets the requirements of the General Data Protection

Regulation. 

The Data Processor shall therefore be responsible – on the basis of a sub-processor agreement – for requiring that the

sub-processor at least comply with the obligations to which the Data Processor is subject pursuant to the requirements of

the General Data Protection Regulation and this Data Processing Agreement and its associated Appendices.

 

7. A copy of such a sub-processor agreement and subsequent amendments shall – at the Data Controller’s request – be

submitted to the Data Controller who will thereby have the opportunity to ensure that a valid agreement has been entered

into between the Data Processor and the Sub-Processor. Commercial terms and conditions, such as pricing, that do not

affect the legal data protection content of the sub-processor agreement, shall not require submission to the Data

Controller.  
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8. The Data Processor shall in his agreement with the Sub-Processor include the Data Controller as a third party in the event

of the bankruptcy of the Data Processor to enable the Data Controller to assume the Data Processor’s rights and invoke

these as regards the Sub-Processor, e.g. so that the Data Controller is able to instruct the Sub-Processor to perform the

erasure or return of data. 

 

9. If the Sub-Processor does not fulfil his data protection obligations, the Data Processor shall remain fully liable to the Data

Controller as regards the fulfilment of the obligations of the Sub-Processor.  

7        Transfer of data to third countries or international organisations
1. The Data Processor shall solely be permitted to process personal data on documented instructions from the Data

Controller, including as regards transfer (assignment, disclosure and internal use) of personal data to third countries or

international organisations, unless processing is required under EU or Member State law to which the Data Processor is

subject; in such a case, the Data Processor shall inform the Data Controller of that legal requirement prior to processing

unless that law prohibits such information on important grounds of public interest, cf. Article 28, sub-section 3, para a.

 

2. Without the instructions or approval of the Data Controller, the Data Processor therefore cannot – within the framework of

this Data Processing Agreement:

A. disclose personal data to a data controller in a third country or in an international organisation

B. assign the processing of personal data to a sub-processor in a third country 

C. have the data processed in another of the Data Processor’s divisions which is located in a third country

 

3. The Data Controller’s instructions or approval of the transfer of personal data to a third country, if applicable, shall be set

out in Appendix C to this Data Processing Agreement.

8        Assistance to the Data Controller
1. The Data Processor, taking into account the nature of the processing, shall, as far as possible, assist the Data Controller

with appropriate technical and organisational measures, in the fulfilment of the Data Controller’s obligations to respond to

requests for the exercise of the data subjects’ rights pursuant to Chapter 3 of the General Data Protection Regulation.   

This entails that the Data Processor should as far as possible assist the Data Controller in the Data Controller’s compliance

with:

A. notification obligation when collecting personal data from the data subject

B. notification obligation if personal data have not been obtained from the data subject

C. right of access by the data subject

D. the right to rectification

E. the right to erasure (‘the right to be forgotten’)

F. the right to restrict processing

G. notification obligation regarding rectification or erasure of personal data or restriction of processing

H. the right to data portability

I. the right to object 

J. the right to object to the result of automated individual decision-making, including profiling
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2. The Data Processor shall assist the Data Controller in ensuring compliance with the Data Controller’s obligations pursuant

to Articles 32-36 of the General Data Protection Regulation taking into account the nature of the processing and the data

made available to the Data Processor, cf. Article 28, sub-section 3, para f.

This entails that the Data Processor should, taking into account the nature of the processing, as far as possible assist the

Data Controller in the Data Controller’s compliance with:

A. the obligation to implement appropriate technical and organisational measures to ensure a level of security

appropriate to the risk associated with the processing

B. the obligation to report personal data breaches to the supervisory authority (Danish Data Protection Agency) without

undue delay and, if possible, within 72 hours of the Data Controller discovering such breach unless the personal data

breach is unlikely to result in a risk to the rights and freedoms of natural persons

C. the obligation – without undue delay - to communicate the personal data breach to the data subject when such

breach is likely to result in a high risk to the rights and freedoms of natural persons

D. the obligation to carry out a data protection impact assessment if a type of processing is likely to result in a high risk

to the rights and freedoms of natural persons

E. the obligation to consult with the supervisory authority (Danish Data Protection Agency) prior to processing if a data

protection impact assessment shows that the processing will lead to high risk in the lack of measures taken by the

Data Controller to limit risk 

3. The Parties’ possible regulation/agreement on remuneration etc. for the Data Processor’s assistance to the Data Controller

shall be specified in the Parties’ ‘Master Agreement’ or in Appendix D to this Data Processing Agreement.   

9        Notification of personal data breach
1. On discovery of personal data breach at the Data Processor’s facilities or a sub-processor’s facilities, the Data Processor

shall without undue delay notify the Data Controller.  

The Data Processor’s notification to the Data Controller shall, if possible, take place wwithout undue delay after the Data

Processor has discovered the breach to enable the Data Controller to comply with his obligation, if applicable, to report the

breach to the supervisory authority within 72 hours.  

 

2. According to Clause 9.2., para b, of this Data Processing Agreement, the Data Processor shall – taking into account the

nature of the processing and the data available – assist the Data Controller in the reporting of the breach to the supervisory

authority. 

This may mean that the Data Processor is required to assist in obtaining the information listed below which, pursuant to

Article 33, sub-section 3, of the General Data Protection Regulation, shall be stated in the Data Controller’s report to the

supervisory authority:  

A. The nature of the personal data breach, including, if possible, the categories and the approximate number of affected

data subjects and the categories and the approximate number of affected personal data records

B. Probable consequences of a personal data breach

C. Measures which have been taken or are proposed to manage the personal data breach, including, if applicable,

measures to limit its possible damage

10    Erasure and return of data
1. On termination of the processing services, the Data Processor shall be under obligation, at the Data Controller’s discretion,

to erase or return all the personal data to the Data Controller and to erase existing copies unless EU law or Member State

law requires storage of the personal data.

11    Inspection and audit
1. The Data Processor shall make available to the Data Controller all information necessary to demonstrate compliance with

Article 28 of the General Data Protection Regulation and this Data Processing Agreement, and allow for and contribute to

audits, including inspections performed by the Data Controller or another auditor mandated by the Data Controller.
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2. The procedures applicable to the Data Controller’s inspection of the Data Processor are specified in Appendix C to this

Data Processing Agreement.    

 

3. The Data Controller’s inspection of sub-processors, if applicable, shall as a rule be performed through the Data Processor.

The procedures for such inspection are specified in Appendix C to this Data Processing Agreement. 

 

4. The Data Processor shall be required to provide the supervisory authorities, which pursuant to applicable legislation have

access to the Data Controller’s and Data Processor’s facilities, or representatives acting on behalf of such supervisory

authorities, with access to the Data Processor’s physical facilities on presentation of appropriate identification. 

12    The Parties’ agreement on other terms
1. (Separate) terms relating to the consequences of the Parties’ breach of this Data Processing Agreement, if applicable, shall

be specified in the Parties’ ‘Master Agreement’ or in Appendix D to this Data Processing Agreement. 

 

2. Regulation of other terms between the Parties shall be specified in the Parties’ ‘Master Agreement’ or inAppendix D to this

Data Processing Agreement.

13    Commencement and termination
1. This Data Processing Agreement shall become effective on the date of both Parties’ signature to the Agreement.

 

2. Both Parties shall be entitled to require this Data Processing Agreement renegotiated if changes to the law or

inexpediency of the provisions contained herein should give rise to such renegotiation.

 

3. The Parties’ agreement on remuneration, terms etc. in connection with amendments to this Data Processing Agreement, if

applicable, shall be specified in the Parties’ ‘Master Agreement’ or in Appendix D to this Data Processing Agreement.   

 

4. This Data Processing Agreement may be terminated according to the terms and conditions of termination, incl. notice of

termination, specified in the ‘Master Agreement’.    

 

5. This Data Processing Agreement shall apply as long as the processing is performed. Irrespective of the termination of the

‘Master Agreement’ and/or this Data Processing Agreement, the Data Processing Agreement shall remain in force until the

termination of the processing and the erasure of the data by the Data Processor and any sub-processors.

14    Data Controller and Data Processor contacts/contact points
 

1. The Parties may contact each other using the following contacts/contact points.

2. The Parties shall be under obligation continuously to inform each other of changes to contacts/contact points.

 

Name (Data Controller)

 

Name (Data Processor)

Carsten Nørrevang

Position

 

Position

CEO

Phone number

 

Phone number

+45 30 50 83 62

e-mail

 

e-mail

CNM@Paperflow.com
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Appendix A    Information about the processing
The purpose of the Data Processor’s processing of data on behalf of the Data Controller is to identify data points on

accounting-related documents (Documents). It is not the purpose to identify personal data, but personal data can appear on

these Documents. It is the Data Controller's responsibility that the Data Controller or its customers do not send sensitive

personal data which the data controller or its customers do not want processed by the Data Processor.

At the Data Controller's request, other accounting-related data can be identified by the Data Processor.

The Data Processor's processing of personal data on behalf of the Data Controller is primarily about:

The Data Processor storing, in an unstructured format, the personal data appearing on the Documents submitted by the

Data Controllers. If personal data appears on the Documents, these are processed in the form of scanning, and are stored

in the form of images of Documents and texts that have been read from the Documents

The processing includes the following types of personal data of data subjects:

Name and email

Other data in the form of other personal data that may appear on the Documents submitted by the data controller. 

The processing includes the following categories of data subjects

Persons who are the sender or recipient of invoices and other accounting documents

The Data Processor’s processing of personal data, on behalf of the data controller, may commence after the entry info force of

this agreement. The processing has the following duration:

The processing is not time-limited and lasts until the agreement is terminated by one of the parties

 

Appendix B    Terms of the Data Processor’s use of sub-processors and
list of approved sub-processors

B.1       Terms of the Data Processor’s use of sub-processors, if applicable

The Data Processor has the Data Controller’s general approval to use sub-processors. The Data Processor must however notify

the Data Controller of any planned changes regarding the addition or replacement of sub-processors, thereby allowing the Data

Controller to object to such changes. Such notification must be given to the Data Controller at least 30 working days, in

Denmark, before the change enters into force. If the Data Controller has objections to the changes, the Data Controller must

notify the Data Processor within 14 working days, in Denmark, after receipt of the notification. The Data Controller can only

object if the Data Controller has reasonable, concrete reasons for this. 

B.2       Approved sub-processors

The Data Controller shall on commencement of this Data Processing Agreement approve the engagement of the following sub-

processors:
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Name CVR/VAT Address Description of processing Processing

location

Google LLC 1600

Amphitheatre

Parkway,

Mountain

View, CA

94043, USA

Hosting of database, application servers and files. Data processor

uses Google's German data center in Frankfurt.

St. Ghislain,

Belgium

Microsoft

Corporation

Microsoft
Corporation

One
Microsoft
Way

Redmond,

Washington

98052 USA

Application servers and cloud services. Skanned uses Microsoft's

data centers located in the EU.

Netherlands

Mailgun

Technologies,

inc.

535 Mission

St. San

Francisco,

CA 94105

Mail server that receives incoming mail, delivers them to Skanned

and immediately deletes them thereafter.

Germany

ExaVault, Inc 344 Thomas

L Berkley

Way

Oakland, CA

94612

Hosting of files, for transfer. USA. Has
joined the
EU-U.S
Privacy
Shield

Processflows

UK (Ltd)

GB 631

9976 05

Gateway

House,

Tollgate,

Chandlers

Ford,

Hampshire

Manual work and verification. Processflows' employees access the

data via Paperflow's own developed software, with a login issued by

Paperflow. All revisions are tracked and an archive is kept on all

access and changes, so Paperflow knows who worked with exactly

which vouchers. Employees are in a permanent, secure location with

their own desktop computers with an independent login. Paperflow

can discontinue an employee's access immediately, if necessary.

When a task is resolved, an employee no longer has access to the

data.

Sofia,

Bulgaria

Paperflow

Bulgaria

Service

Center EOOD

205 905

03 81

132, ul. “Mimi

Balkanska”

Str, 1540,

Sofia,

Bulgaria.

Paperflow Bulgaria Service Center’s employees access the data

through Paperflow's own developed software, with a login issued by

Paperflow. All revisions are tracked and an archive is kept on all

access and changes, so Paperflow knows who worked with exactly

which vouchers. Employees are in a permanent, secure location with

their own desktop computer with an independent login. Paperflow

can discontinue an employee's access immediately, if necessary.

When a task is resolved, an employee no longer has access to the

data.

Sofia,

Bulgaria

The Data Processor cannot – without the Data Controller’s specific and written approval – use the individual sub-processor for

“other” processing than agreed, or let another sub-processor conduct the described processing.

 

Appendix C Instruction pertaining to the use of personal data

C.1       The subject of/instruction for the processing

The Data Processor’s processing of personal data on behalf of the Data Controller shall be carried out by the Data Processor

performing the following:

Automatically reading the content of accounting documents
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Verifying the quality of the reading

 

C.2       Security of processing

The level of security shall reflect:

A high number of data is regularly processed, but since sensitive personal data is not processed, we are not dealing with

high-risk personal data. However, the Data Processor still complies with a high level of security due to corporate

customer’s natural requirements.

The Data Processor is entitled and required to make decisions on the technical and organizational security measures to be

used to create the necessary (and required) security level for the personal data. 

However, the Data Processor must – in all cases and as a minimum – implement the following measures agreed upon with the

Data Controller (based on the risk assessment carried out by the Data Controller):

SSL limited access by employees

Limitation of access by sub-processors using Data Processor’s IT, where use requires system authorization.

C.3       Storage period/erasure procedures

Since Data Processors, in many cases are used by Data Controllers, as a Voucher archive to fulfil the Accounting Act §10’s

requirements for storage for e.g. 5 years, the Data Processors gives the Data Controller the responsibility for erasure, as the

Data Controller has the ability to delete personal data via its API access. This, despite the requirement for storage in countries

other than Denmark, is longer than 5 years. 

 

C.4       Processing location

Data processing takes place at the following locations:

Servers that provide application data, stores files or databases, are in secure data centers in the EU, primarily in Belgium

and the Netherlands. 

People who process data always use the data processor’s closed software environment, only in the EU. 

The Data Processor cannot change the location of processing to a country outside the EU without the prior written consent

of the Data Controller. 

For changes, the Data Controller is given a written notice of at least 30 working days in Denmark. 

C.5       Instruction for or approval of the transfer of personal data to third countries

The Data Processor has the Data Controller’s consent to use sub-processors in the US who have joined the EU-US Privacy

Shield.

C.6       Procedures for the Data Controller’s inspection of the processing being

performed by the Data Processor

In addition, the Data Controller or a representative of the Data Controller has the right to supervise, including physical

supervision of the data processor when, according to the Data Controller, a need for this arises. 

In addition to the planned supervision, the Data Processor can be supervised when, according to the Data Controller, a need for

this arises. 

Any of the Data Controller’s expenses in connection with a physical inspection are borne by the Data Controller himself.

However, the Data Processor is required to allocate the resources (mainly time) necessary for the Data Controller to carry out

his or her supervision. 

C.7        Procedures for inspection of the processing being performed by sub-
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processors, if applicable

The Data Processor or a representative of the Data Processor has the right to supervise, including physical supervision, the sub-

processor when, according to the data processor (or data controller), a need arises. 

Appendix D    The Parties’ terms of agreement on other subjects
The Data Processor submits a copy of their upcoming ISAE3402 Type 1 statement when it's achived, and subsequent

annual ISAE3402 Type 2 statements, to the Data Controller at the beginning of March 2020. 
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Participants

  PAPERFLOW APS 37035785 Denmark

 

Carsten Nørrevang Mogensen

CEO

cnm@paperflow.com

+45 30 50 83 62

 

Date

Delivery channel: Email
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